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Why Source Control?

Track every change you make to a project

Track every change everyone else makes to
a project

Work on new features without breaking the
current code base
Return to any point in time, at any time

Know exactly what code is running in your
production environment



Local Operations

directory area
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https://juristr.com/blog/2013/04/git-explained/



‘ Git vs. Classical Source Control

Workspace Repository

commit
Content

Directoryl/
Filel

File2 checkout

Directory2/
File3
Directory3/
Filed4

https://developer.ibm.com/technologies/web-development/tutorials/d-
learn-workinas-ait/



‘ Git vs. Classical Source Control

Developer A Developer B

l Commit

https://docs.microsoft.com/en-us/devops/develop/git/set-up-a-git-repository



Git Terminology and Worktlow

Git
o A CLI source control system.

o Can be installed on your computer or on a remote
server for distributed work

GitHub

o Third party service using git but with it's own set of
services and features

BitBucket

o Similar to GitHub, but a different service



Git Terminology and Worktlow

Repository (repo)
o The code base and all the changes that have
occurred

o The remote repo is the code base that all
developers share and interact with (GitHub,

BitBucket)

Master/Main/Production

o The branch that is considered the current working
version of the code base. Name can very but
Master has been the convention



Git Terminology and Worktlow

git init
git clone

o Create a new repo or retrieve a repo from remote
location



Git Terminology and Worktlow

git status

o Lets you know if you
have files to be added (untracked files)
files not yet committed (not staged)
Files updated locally but not on remote (ahead of...)



Git Terminology and Worktlow

git add

2 When you create new files, you must tell git that
there are new files



Git Terminology and Worktlow

git commit

2 When you add or update files, you must tell git
about the changes.

o When you commit, you must add a message.

0 Messages should explain the nature of the
change and are very helpful to your future self and
other developers



Git Terminology and Worktlow

git push
o When you add files and commit changes, it is all
done locally on your workstation.

0o Once you are happy with the state of the code,
you push your changes to the remote repo

o Once you do this, anyone else working on the
code will be able to incorporate your changes



Git Terminology and Worktlow

git push

(virtualenv) (base) jarp@jarp-mbpl6 Python-Examples ¥ g po main
To github.com:ITAO0-40540/Python-Examples.git
main -> main (fetch first)

hint: Updates were rejected because the remote contains work that you do

hint: not have locally. This 1is usually caused by another repository pushing
hint: to the same ref. You may want to first integrate the remote changes
hint: (e.g., 'git pull ...') before pushing again.

hint: See the 'Note about fast-forwards' in 'git push --help' for details.




Git Terminology and Worktlow

git pull
0o Once a developer has pushed their changes to
the remote repo, you still will not see the changes

o To incorporate those changes, you pull them from
the remote repo to your local repo



Git Terminology and Worktlow

git branch

o Most of the time when you are working on a new
feature (or even a bug fix), you will want to create
a branch off the current code base

o You will name the branch something that explains
what you are working on
Image-uploads
duplicate-username-bug
a Branches live in their own universe and all the

previous steps (add, commit, push, pull) will be
used on the branch



Git Terminology and Worktlow

git merge

0o Once the work is done on the branch, you merge
the changes there into the main branch

o Post-merge, you are free to delete the branch

o Post-merge, you push the updated main branch

o Others then can pull your changes



Git Terminology and Worktlow

o If two people have worked on the same file
(usually the same lines of code) sometimes git
cannot merge the changes and will notify you of
the conflict

0 In cases of conflicts, git will show you the
differences and you must resolve the conflict.

o Then you commit and push



Git Terminology and Worktlow

git tag

o Along with branches, there are also tags

o Tags are labels given to the code base at a
specific place in time

o Unlike branches tags generally should never
change

0 Often used to label the code base at time of
deploy but can be used for any reason

o Once you create a tag, you push it to the remote
repo



Git Terminology and Workflow

= Repeat for the life of the project




Git Recommendations and Best

Practices
Commit all the time
o Like, every change... go ahead and commit it
o Seriously, you can’t commit too much

Take the time to enter useful messages

o There is a good chance you will go back to a
commit and try to understand what you were
thinking last year

0 So tell your future self with a good commit
message

0 Same applys to co-workers



Git Recommendations and Best

Practices

Make use of branching for most of your
development

o This keeps your working code base clean and bug
free

o You may be working on a new feature and a bug
(easy to fix) gets reported. If you are on a branch,
you can easily switch over to master, make a new
branch, and fix the bug

o master should always be deployable



Usetul Commit Messages

@ GitHub APP 8:47 AM 1 Back to Filters

publ LA ) s nmuover l.lYJarp
70707d72 - removed tests for archiving bad slugs - thats
gone away

( ) ndwebgroup/conductor

& conductor - Aug 16th
Page GitHub APP 3.32 pMm
@ HEY pushed to master by jarp
4529171b - scaffolding this hew feature
Sab3b254 - ui admin is done
6abaa23d - tests to confirm caching works
b3e841ce - getting rid of archived attr cause we're gonna
prune the records

() ndwebgroup/conductor

& conductor - Aug 16th

Paga) GitHub APP 11:55AM

@ new pushed to master by jarp
cb92blc2 - adding a hook into theme watcher from ui
01b791f7 - added a view and slack notification and a bit
of error handling
6e844dc7 - updated ui




Usetul Commit Messages

View in channel
@ @~ QR

& conductor - Jul 16th, 2020 .
to restart-themes by jarp

O Gitliub(Legacy) APP 3:17 PM 'g dumb
™ jarp

new commit pushed to devel
1b84b253 - ugh

ndwebgroup/conduct
ebgroup/co *  aconductor - Jun 17th

@ GitHub APP 10:34 AM

pushed to devel-deploy by jarp

& conductor - Mar 9th

O GitHub (Legacy) APP 4:30 PM
™ jarp

new commit pushed to directory
4f7665d2 - wow... forgot to save files before commiting
the changes. it's been a good day

ndwebgroup/conductor



Git Recommendations and Best

Practices

Pull Requests

o Not part of git the system, but introduced by
GitHub and has become a standard feature of
most git based systems

o Allows you to:
push all the changes in a branch

Comment on the changes
Create a workflow for feedback and approvals



Git Recommendations and Best

Practices
.gitignore
o Tells git which files should not be added to repo

Workstation files like .DS_Store on macs
Files with sensitive information and passwords

0 Uses patterns
Exclude specific files

Exclude directories
Exclude file extensions

o There are templates available



https://gist.github.com/GhostofGoes/94580e76cd251972b15b4821c8a06f59

SSH Commands

0 Secure Shell is a network communication protocol
that enables two computers to communicate.
Similar to HTTP (web browsers)

o Common uses of SSH
Server Administration

Code deployments to servers
GitHub and other Server based services

a0 Syntax:
ssh user@ip-address (ssh deploy@192.345.45.8)
git@github.com:jarp/Farkle-Cli-40540.git



SSH Commands

o Communication between servers can be “key
based” or login based

0 Create a Key and Secret pair
o Let the target server know your “public key”

o Many Uses:
SSH into servers
Connect to git remote servers (GitHub)



‘ SSH Commands

P N
SSH Client Secure SSH
Host Server
SSH Client I SSH Client
Secret Key Public Key
< Hello There
$&#81 z3u%[>——>
<4—Authentication Passed
-« e
<« —
Exchange Data using the Session Key
and a symmetrical crytographic algorithm
\_ )

https://www.foxpass.com/blog/learn-ssh-keys-in-minutes/




Setting up SSH with Key Gen

Enter:
ssh-keygen

Leave password blank (maybe not?)

Creates two files in a ~/.ssh directory:
o ~/.ssh/id_rsa
o ~/.ssh/id_rsa.pub



Setting up SSH with Key Gen

M Anaconda Powershell Prompt (Anaconda3) -_ (] X

(base) PS C:\Users\jarp> ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (C:\Users\jarp/.ssh/id_rsa):
Created directory 'C:\Users\jarp/.ssh'.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in C:\Users\jarp/.ssh/id_rsa.
Your public key has been saved in C:\Users\jarp/.ssh/id_rsa.pub.
The key fingerprint is:

SHA256: 9+aig2eWzRwR6T/1gatmjOQoU/HcF6ApIDVIKczPkok adnd\jarp@MCOBO©4-00-W19
The key's randomart image is:

(base) PS C:\Users\jarp> ls .ssh

Directory: C:\Users\jarp\.ssh

LastWriteTime Length Name

8/24/2021 3:31 PM 1679 id_rsa
8/24/2021 3:31 PM 497 id_rsa.pub




Setting up SSH with Key Gen

cat ~/.ssh/id rsa example.pub

L N N @ ansible-conductor — deploy®@ip-172-30-252-36: [apps/conductor/current — -zsh — 95x55

(base) jarp@jarp-mbpl6é ansible-conductor % cat ~/.ssh/id_rsa_example.pub
git)-[ruby-274
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABgQDMBo6BI6hQHbxJdmh3g525qZAIfBZu6Fj3qLW/CySHCMAAZ2dCHC8jvZP

2WUzelhzXp4yEipVQU7hX9CVbr4t9caw@006buERNPCCx3S jRzDuls/ppwLOSHptBBs12Xr12jbMBpCucEyJvzUvI4tDHTv

JKeMcaMA1izToVIXUUp@/XTf1YdYs5P+sAfhigM3WvA+jyF+ECiQscowLNON+AVhaF/x6esRGTtgX7bP@6136VcIuT/1R9r8
GQk2GsQ25kSplPdecrYxFd+wailkIfhrHQ+1DoivLBaFCpNAH81iMchwKON7ITq2YasUEfClojN@+IwBIXDGEqQjc/ELZL15r
smWXVGB7QtmTf65exvhgc90d@9k1E1ijVIB7aQqFE3+EYeahHZTYK/iDYcDQHOTaYv913fQF/0+G113+QrolYt9JtTtcUktl
fGFRMGCr3eEE/BWXBFsSFuzGghuNXZrRSW81ZXZeief6e3g+LN9pfiduHrkt@Mvi2kYRV4xjs3fE= jarp@jarp-mbpl6

74

(base) jarp@jarp-mbpl6é ansible-conductor % git)-[ruby-2




sing Key Pairs with GitHub

Go to your personal profile

Account settings SSH keys New SSH key
Profile
This is a list of SSH keys associated with your account. Remove any keys that you do not recognize.
Account
id rsa

SHA256: 9fz+DvLyRAHOhWDEG6WMs X0 itXoRePbx269x2xQMvASQ
Added on Jan 28, 2020

Appearance

Account security
— Read/write

Billing & plans

Security log old Lappy
SHA256:bT4L1j10seExG1lj@SvIKIbZ/xAkP6/WnlgYISRfNAyw
Add un 25, 2021

hin the last 3 months — Read/write

Security & analysis
Sponsorship log

Emails
ITAO LAB

Notifications SHA256: LsreuVEQH4tRj amXWxqPN26ws TMO XvRqB2fI8ug
Added on Aug 9, 2021

Scheduled reminders ‘ within the last 3 weeks — Read/write

SSH and GPG keys
out our guide to generating SS ommon SSH problems

Repositories

Packages

GPG keys

Organizations




Using Key Pairs with GitHub

) Services [ Finances (3 other Book

o +7®-

Signed in as )arp

Projects Packages & Why does ...

. : Your profile
Customize your pins *

Your repositories

tectonic Public Your codespaces

A really really really really really really fun license plate Your organizatio

game built with rails and web sockets
Your projects
Ruby +% 2
Your stars

Your gists
Happy-Meals

happy meal modeled in ruby Upgrade
Ruby ¢ Feature preview
Help

: 3 : Settings
Public Consolation Public

A Terminal-like Web based code generator for Sign out




Using Key Pairs with GitHub

ﬁ Jonathan Arp

¥/ Your personal account 2 Switch to another account ~

Account settings
Profile

Account
Appearance
Account security
Billing & plans
Security log
Security & analysis
Sponsorship log
Emails
Notifications
Scheduled reminders
SSH and GPG keys
Repositories
Packages

Organizations

Public profile

Name

Jonathan Arp

Your name may appear around GitHub where you contribute or
are mentioned. You can remove it at any time.

Public email

jearpster@gmail.com X Remove

You can manage verified email addresses in your email settings.

Bio

You can @mention other users and organizations to link to them.

URL

Twitter username

Company

Profile p




Using Key Pairs with GitHub

Go to your personal profile

Jonathan Arp
—

Your personal account & Switch to another account v

Account settings SSH keys [ Add new

Profile
Title
Account
Appearance
Account security
Billing & plans
Security log
Security & analysis
Sponsorship log

Emails

Notifications

Scheduled reminders



Cloning a Repo tfrom GitHub

8 ITAO-40540 [ Python-Examples ' Private e ' | B

<> Code Issues Pull requests Actions Projects Security Insights Setting

¥ main ~ ¢ 1branch © O tags Go to file Add file - Code -~

&% jarp another comment b1 Clome

HTT>S SSH GitHb CLI
.gitignore first files, updatec = , |
L P git@giihubecom: ITAO-40540/Pyi  (J M Readme

README.md udpate readme Use a password-protected SShikey.

analytics.py first files, updated Releases

) Open with GitHub Desktop ,
dictionary.py first files, updated No releases publis
Create a new reled

functions.py another commen @ Download ZIP

words.py first files Packages

No packages publj




‘ Getting Started

mcd ~/
m mkdir software_engineering
m cd software_engineering

m git clone git@github.com:ITAO-
40540/Python-Examples.git

m cd Python-Examples

https://github.com/ITA0-40540/Python-Examples



https://github.com/ITAO-40540/Python-Examples

Coding Prompt: Create Coding

Journal Repo

Brush up on your basic python skills

o Lists, looping, if/else, dictionaries

Do it in context of git and source control
2 Add files

o Commit files

o Create a branch
Add and commit files

o Merge branch
o Push to remote



